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Abstract— This paper proposes a new approach for information hiding in RGB color images based on 3
new techniques 1) A new hybrid feature (line /edge /boundary /shape) detection technique combining
Canny and Hough transform for bifurcating an image into edge and smooth areas 2) Two Component
based Least significant bit (LSB) Substitution Technique for hiding encrypted messages in edges of
images 3) An Adaptive L SB substitution technique for hiding messages to smooth areas. Firstly, the input
cover image (Bitmap Image) is divided into edge and smooth areas using a new hybrid feature detection
technique based on Canny Edge detection filter and Hough transform. Message bits are then embedded
in the least significant bytes across edge pixels using new Two Component based LSB Substitution
Technique. For the rest of the pixels across smoother areas, it utilizes an adaptive LSB .The proposed
research is direct implementation of the principle that edge areas being high in contrast, color, density
and frequency can tolerate more changes in their pixel values than smooth areas, so can be embedded
with a large number of secret data while achieving high quality of the stego-image. Proposed techniqueis
better than other existing techniquesin comparison with PSNR, capacity and immunity to noise as shown
experimentally.

Keyword- Adaptive LSB, Bitmap images, Canny, Hough transform, Steganography, Two component
L SB insertion.

I. INTRODUCTION

Steganography is the art and science of writing hidden messages in such a way that no one apart from the
intended recipient knows of the existence of the message; thisisin contrast to cryptography, where the existence
of the message itself is not disguised, but the content is obscured i.e. Cryptography scrambles messages so they
cannot be understood. The purpose is to pass on the information without any regard or knowledge of others
safely to the destination [1]. Generally, a steganography message will appear to be simple picture, an article, a
shopping list, or some other message. The advantage of steganography over cryptography alone is that messages
produced by it do not attract attention to themselves, to messengers, or to recipients. An unhidden coded
message, no matter how unbreakable it is, will arouse suspicion and may in itself be incriminating, as in some
countries encryption is illegal. Both sciences can be combined to produce better protection of the message. In
this case, when the steganography fails and the message can be detected, it is still of no use as it is encrypted
using cryptography techniques. Therefore, the principle defined once by Kerchoffs [2] for cryptography, also
stands for steganography. Steganography can be broadly classified in Traditional (Wax tablets, Secret inks,
Microdots, Cipher text etc.) and Modern Methods. Modern methods are further classified in text(Line-shift
encoding, Word-shift encoding, Feature specific encoding),Audio/Video(Low Bit Encoding, Phase Coding,
Spread Spectrum ) and Image LSB Insertion, Masking and Filtering, Algorithms and Transformations,
Redundant Pattern encoding, Encrypt and Scatter).

Image Steganography requires two files. The first is the innocent-looking image that will hold the hidden
information, called the cover image. The second file is the message i.e. the information to be hidden. A message
may be plain-text, cipher-text, other images, or anything that can be embedded in a bit stream. When combined,
the cover image and the embedded message make a stego-image. A stego-key (atype of password) may also be
used to hide then later decode the message. Image steganography is generally more preferred media because of
its harmlessness and attraction. Image steganography is classified into two domains Spatial and Frequency
domain according to working domain [5].In Spatial domain, steganography works on the pixel values directly
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and modify their values. In Frequency domain, images are first transformed into the frequency domain and then
message are embedded in the transform coefficients.

The least significant bit insertion method [1] is probably the most popular image steganography technique. It is
a common, simple approach to embed information in a graphical image file. When applying it to each byte of a
24-bit image, three bits can be encoded into each pixel as each pixel is represented by three bytes .Any changes
in the pixel bits will be indiscernible to the human eye. For example, the letter A can be hidden in three pixels.
Assume the original three pixels are represented by the three 24-bit words below: (00100111 11101001
11001000) (00100111 11001000 11101001) (11001000 00100111 11101001) .The binary value for the letter A
is (10000011). Inserting the binary value of A into the three pixels, starting from the top left byte, would result
in: (00100111 11101000 11001000) (00100110 11001000 11101000) (11001001 00100111 11101001) .The
emphasized bits are the only bits that actually changed. The main advantage of L SB insertion is that data can be
hidden in the least and second least and so on as depicted from Figure 1.We can even hide information in more
bitsi.e. 2,3 etc without any significant visual difference till some particular level depending on type of image or
location of insertion. After that level, differences can be noticed as number of bits to be substituted increases.

Figurel:L SB(original image,1,2,3,4,5,6,7 bit substitution).

The focus of this paper is image steganography based on LSB insertion. The cover media used in this approach
is 24 bit RGB Bitmap (BMP) imageg[4].These are most popular as cover media because of being simple in
structure, highly standardized, extremely widespread in use and contain minimal extrainformation.

Il. LITERATURE SURVEY

Neil F. Johnson and Sushil Jajodia[7] discuss three popular methods for message concealment in digital images.
These methods are LSB insertion, masking and filtering and algorithmic transformations. Kevin Curran and
Karen Bailey [6] analyze seven different image based steganography methods. These methods are Stegolbit,
Stego2bits, Stego3bits, Stegodbits, StegoColourCycle, StegoPRNG, StegoFridrich.Further, Neil F. Johnson et
al.[7], Chun-Shien Lu [8], Bender [9] presents with further advanced techniques LSB SUBTITUTION, LSB
MATCHING and PVD. Wang et al[10] introduced moderate significant bit replacement which took huge
computational time so further he improved this with genetic algorithm[11] and Chang et all introduced dynamic
programming[12], modulus function[13] and Greedy algorithm[14] to reduce this time by seven times. Thien et
all[15] increased it capacity and Chan et all[16] further introduced LSB substitution with OPAP to reduce
Weighted mean square error to less than half of Simple LSB.LSB matching was given and worked on by Ker
[17], Mielikan [18] and Li [19].All techniques[10-19] worked on fixed number of LSBs but all pixels cannot
tolerate same number of changes so adaptive LSB was explored by ligf20], Leg21], Liu[22],
Chang[23],park[24,kekre] 25]. These techniques considered all images areas to be same while hiding data but in
actual edge areas can tolerate more changes than smooth areas so PVD(pixel value differencing) was introduced
by Wu and Tsai[26-27] and was further explored by Jung[29], Hwang[30] and Y ang[28,31].Then concept of
edge detection filters was introduced for extracting edge areas and smooth areas as PVD was quite time
consuming and complex process.

Alwan et al [32] proposed a novel approach of image embedding using Sobel mask filter, LSB and gray level
connectivity using a fuzzy approach and the ASCII code. Hempstalk [33] introduced two new techniques
FilterFirst and BattleSteg against more traditional image steganography techniques, BlindHide and HideSeek.
results show that FilterFirst beat all the steganalysis techniques until embedding rates became greater than 7%
and performed better than all other steganography algorithms tested. Also, Features of the cover, such as edges,
are better way of hiding information.

Chang et a [34] proposed a large payload data embedding method for color images. The proposed method
modifies the blue value of the color pixel in order to imply the secret data because the blue vaue is an
insensitive color to human eyes. Furthermore, the number of secret bits that can be embedded into a cover pixel
is dynamic and can be applied to both RGB and YUV color systems. Bhattacharya et a [35] proposed
steganography in Network Security for data transmission. The method is based on the number of occurrence of
0Os and 1sin data that has to hide and number of occurrence of Os and 1s in the last bit of each pixel of binary
image file. The proposed algorithm assures the security and the data hiding effect is quite invisible. Fang et &
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[36] proposed a color image steganography approach based on Sobel edge detection operator in which because
of the strong relevance in gradient among R, G, and B planes, the corresponding LSB (Least Significant Bit) of
pixel values to hide the secret data in other planes is modified. Finally, combine the stego-planes and restore the
color image. Multi-times embedding can be adapted to obtain high data capacity. Experimental results show that
there is no noticeable degradation after even three times use of hiding process and the average PSNR is about
45db with the data capacity of 6.3bpp.Hamid et a [37] proposed two approaches from LSB algorithm from
which 3-3-2 approach reach up to 33.3%, 4-4-4 approach which increase the amount up to 50 % .But still there
are various problems which are not so far been focused completely by researchers as:

(1)Lesser Work is done on RGB color images than gray level (almost 25% on comparison scale)but as per the
current scenario black/white and gray scale images are least in use and special transmission of these can lead to
suspicion.

(2)Very few techniques are working on utilizing the Red, GREEN, BLUE components as per their significance
and human visual system i.e. hiding data according to their perceptibility while blue can be provided with
maximum data than green than red.

(3)Very Less number of papers (30%) is focused on use edge/feature detection filters to bifurcate smoother and
edge areas rather than straight way applying the PV D which even takes noise effects inside the calculations.

The proposed approach in this paper is a step to rectify some of the mentioned problems:

(D)1t utilizes both smoother areas as well as edge areas to their maximum extent for embedding confidential
information.

(2)It targets the maximum hiding capacity and maximum PSNR with minimum MSE for RGB bitmap color
images as described in proposed results.

(3)Itisutilizing 12 bits of RGB Color image (8bits of BLUE component and 4 bits of Green component) out of
total of 24 bits so with an embedding capacity approx. 50% while maintaining good PSNR vaue (50%
approximately.)

(4)1t also ensures good embedding capacity for smoother areas (40-50%) with PSNR above 40%.

(5)In addition, it provides a better form of feature (line/edge/boundary/shape) detector while integrating Canny
Edge detector and Hough Transform for more refined results with good tolerance for Noise and other
disturbances.

(6)More robustness is provided to proposed technique while integrating it with Encryption (DES) and PRNG for
random pixel selection.

The rest of this paper is organized as follows. The Design of proposed system is presented in Section 3.
Implementation and Analysis are shown in Section 4 and 5.Conclusion is drawn in Section 6.

1. DESIGN OF PROPOSED SY STEM

All Objective of proposed system: The proposed research is direct implementation of the principle that edge
areas being high in contrast, color ,density, frequency and other noise disturbances can tolerate more changes in
their pixel values than smooth areas( low contrast/color/density/frequency areas), so can be embedded with a
large number of secret data while achieving high quality of the stego-image It is targeted for 24 bit RGB Bitmap
images and is better than other existing techniques in comparison with PSNR, Capacity and immunity to noise
as proved experimentally.

The Proposed system integrates three new techniques 1) A new hybrid feature (line /edge /boundary /shape)
detection technique combining Canny and Hough transform for bifurcating an image into edge and smooth areas
2) Two Component based Least significant bit (LSB) Substitution Technique for hiding encrypted messages in
edges of images 3) An Adaptive LSB substitution technique for hiding messages to smooth areas.

Firstly, the input cover image (Bitmap Image) is divided into edge and smooth areas using a new hybrid feature
detection technique based on Canny Edge detection filter and Hough transform. Message bits are then
embedded in the least significant bytes across edge pixels using new Two Component based LSB Substitution
Technique. For the rest of the pixels across smoother areas, it utilizes an adaptive LSB .The proposed research is
direct implementation of the principle that edge areas being high in contrast, color, density and frequency can
tolerate more changesin their pixel values than smooth areas, so can be embedded with alarge number of secret
data while achieving high quality of the stego-image. Proposed technique is better than other existing techniques
in comparison with PSNR, capacity and immunity to noise as shown experimentally. The various techniques
utilized in this proposed system are as follows:
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A. New Hybrid Feature Detection Technique: A new technique for extracting edge and smooth areas from an
image is proposed which integrates Canny edge detector (Edge detection) and Hough transform technique (Edge
Linking).

Al. Edge Detection [39-41, 47]: Edges are defined as locations where there is a significant variation in the gray
level or color of pixel in some direction and edge detection is locating areas with strong intensity contrasts.

Canny Edge Detector: It is most rigorously defined and widely used optimal edge detector dueto its

Good detection, Good localization and Single response to edges. Based on these criteria, algorithm for canny
runsin following steps:

Step 1:-Thefirst step is to filter out any noise in the original image before trying to locate and detect any edges.
And because the Gaussian filter can be computed using a smple mask, it is used exclusively in the Canny
algorithm. Once a suitable mask has been calculated, the Gaussian smoothing can be performed using standard
convolution methods. A convolution mask is usually much smaller than the actual image. As a result, the mask
is slid over the image, manipulating a square of pixels at atime. The larger the width of the Gaussian mask, the
lower is the detector's sensitivity to noise. The localization error in the detected edges also increases dightly as
the Gaussian width isincreased.

Step 2:- After smoothing the image and eliminating the noise, the next step is to find the edge strength by taking
the gradient of the image. The Sobel operator performs a 2-D spatial gradient measurement on an image. Then,
the approximate absolute gradient magnitude (edge strength) at each point can be found. The Sobel operator [6]
uses a pair of 3x3 convolution masks, one estimating the gradient in the x-direction (columns) and the other
estimating the gradient in the y-direction (rows). They are shown below:

101 121
Kex=[-2 0 2] K,/0 O O
101|124

The magnitude, or edge strength, of the gradient is then approximated using the formula:

G| =+/Gx* + Gy’ =|GX+|Gy|

Step 3:- The direction of the edge is computed using the gradient in the x and y directions. However, an error
will be generated when sumX is equal to zero. So in the code there has to be a restriction set whenever this takes
place. Whenever the gradient in the x direction is equal to zero, the edge direction has to be equal to 90 degrees
or 0. degrees, depending on what the value of the gradient in the y-direction is equal to. If GY has a value of
zero, the edge direction will equal 0 degrees. Otherwise the edge direction will equal 90 degrees. The formula
for finding the edge direction is:

0= tan‘l(ﬂ]
Gx

Step 4:- Once the edge direction is known, the next step is to relate the edge direction to a direction that can be
traced in an image. So if the pixels of a 5x5 image are aligned as follows:

X X X X X

X X X X X
X X a X X
X X X X X
X X X X X

Then, it can be seen by looking at pixel "a', there are only four possible directions when describing the
surrounding pixels - O degrees (in the horizontal direction), 45 degrees (along the positive diagonal), 90 degrees
(in the vertical direction), or 135 degrees (along the negative diagonal). So now the edge orientation has to be
resolved into one of these four directions depending on which direction it is closest to (e.g. if the orientation
angle is found to be 3 degrees, make it zero degrees). Think of this as taking a semicircle and dividing it into 5
regions (Figure 2).
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Figure2: Edge direction determination

Therefore, any edge direction falling within the yellow range (0 to 22.5 & 157.5 to 180 degrees) is set to O
degrees. Any edge direction falling in the green range (22.5 to 67.5 degrees) is set to 45 degrees. Any edge
direction falling in the blue range (67.5 to 112.5 degrees) is set to 90 degrees. And finally, any edge direction
falling within the red range (112.5 to 157.5 degrees) is set to 135 degrees.

Step 5:- After the edge directions are known, non-maximum suppression now has to be applied. Non-maximum
suppression is used to trace along the edge in the edge direction and suppress any pixel value (sets it equal to 0)
that is not considered to be an edge. Thiswill give athin line in the output image.

Step 6:- Finaly, hysteresis [13] is used as a means of eliminating streaking. Streaking is the breaking up of an
edge contour caused by the operator output fluctuating above and below the threshold. If a single threshold, T1
is applied to an image, and an edge has an average strength equal to T1, then due to noise, there will be
instances where the edge dips below the threshold. Equally it will also extend above the threshold making an
edge look like a dashed line. To avoid this, hysteresis uses 2 thresholds, a high and a low. Any pixel in the
image that has a value greater than T1 is presumed to be an edge pixel, and is marked as such immediately.
Then, any pixels that are connected to this edge pixel and that have a value greater than T2 are also selected as
edge pixels. If you think of following an edge, you need a gradient of T2 to start but you don't stop till you hit a
gradient below T1.

A2. EdgeLinking: Edge Linking isimplemented using global method named Hough Transform.
Hough Transform [42-44, 47]: It is performed after Edge Detection to improve its results as it is tolerant of gaps
in the edges, relatively unaffected by noise, unaffected by occlusion in the image. It is technique to isolate the
curves of agiven shape/ shapesin agiven image, object recognition, Robust to partial deformation in shape and
can detect multiple occurrences of a shape in the same pass. Classical Hough Transform can locate regular
curves like straight lines, circles, parabolas, ellipses, etc.Generalized Hough Transform can be used where a
simple analytic description of feature is not possible. The step wise description of this technique is all follows:
Find all of the desired pointsin the range.
For each feature point
For each possihility i in the accumulators that passes through the feature point
Increment that position in accumul ator
Find local maximain the accumulator
If desired map each maximain the accumulator back to image space.

Advantages of proposed technique are 1) Using probability for finding error rate, 2) Localization and response,
3) Improving signal to noise ratio, 4) Better detection especially in noise conditions 5) Resistance of the former
to noise in the image 6) Tolerance towards holes in the boundary line. The proposed feature extractor would
firstly apply canny on input bitmap image whose output would be further refined by applying hough transform
to overcome the flaws of canny.

B. Adaptive LSB Substitution for Smooth Areas: In this approach variable number of LSBs would be utilized
for embedding secret message bits according to the mentioned agorithm:

For al components (RED, GREEN, BLUE) of each and every pixel of color image across smooth areas

Every pixel value in this image is analyzed and the following checking process is employed for all the three
bytes respectively

If the value of the pixel say vi, isin the range 240 < vi <255, then we embed 4 bits of secret datainto the 4 LSBs
of the pixel. This can be done by observing the first 4 Most Significant Bits (MSB’s). If they are all 1'sthen the
remaining 4 LSB’s can be used for embedding data.

If the value of vi (First 3 MSB’sare all 1's), isin the range 224 < vi <239 then we embed 3 bits of secret data
into the 3 LSB’s of the pixel.

If the value of vi (First 2 MSB'sare all 1's), isin the rangel92 < vi <223 then we embed 2 bits of secret data
into the 2 LSB’s of the pixel.

And in all other cases for the values in the range 0 <vi <192 we embed 1 bit of secret datainto 1 LSB of the
pixel.
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Similar procedure is adapted for extracting the hidden text from the image.
C. A New Two Component based LSB Substitution Technique for Edge Areas:

An Imageis represented as arrays of values which represent the intensities of the three colors R (Red), G (Green)
and B (Blue), where avalue for each of three colors describes a pixel. Thus, each and every pixel is represented

by three components(R-Most Significant Byte, G, and B-Least significant Byte). Here, a new LSB based image
steganography method is introduced which focuses on Two components(Complete Blue and Partial Green) out

of total three components of a pixel of RGB image during embedding of hidden in cover image. The selection of

these components is based on significance of each component in visual perception of color image .Human visua

system predicts the blue component contributes least to visual perception and then green component and so on.

Perceptibility of Blue component is minimum, average for green component and is maximum for red component

in RGB image i.e. Red plays the most significant and Blue plays a least significant role in color formulation. So,

we can integrate maximum changes in Blue component and average changes in green component and least

change in red component without making much difference in color image.

Accordingly we targeted all bits of Blue component and partial bits of green components and none of bits of red
component in this proposed technique. In this method, the 8-bits of first component (blue component) of pixels
of image would be replaced with secret text message bits followed by embedding of secret message to 4 least
significant bit of green component. For example, suppose one can hide a message in three pixels of an image
(24-bit colors). Suppose the original pixel is (00100111 11101001 11001000) thus scheme could hide the data
"010000011111", by atering the complete blue channel (8 bits) and partial green channel (4bits) of pixel with
resultant value as (00100111 1110 1111 01000001).

IV.IMPLEMENTTAION OF PROPOSED SY STEM
The proposed system comprises of two components as shown in Figure 3.
1. Embedding Module

2. Extracting Module.

Figure 3: Proposed System

Embedding Module

Embedding is the process of hiding the embedded message generating the stego image. Hiding information may
require a Stego key which is additional secret information, such as password, required for embedding the
information .For example, when a secret message is hidden within a cover image, the resulting product is stego
image (stego object).

The main algorithm for the Embedded stage can be listed as follow:-

1. Input the secret text (message) that to be hide in the cover image.

2. Select the cover image (BITMAPfile) from list of stored Image files and the text files.

3. Extraction of Input cover image to Edge and smooth areas using new edge detection filter (Section 3.1) is
carried.

4, Calculate the size of the secret text
5. Secret text datais first encrypted using the simplified data encryption standard (S-DES) [45].

6. Substitute the encrypted secret characters from step 5 to cover image obtained from step 3 randomly using
PRNG as:

For edge areas, embed secret text data using New Two Component based L SB Substitution Technique described
in section I11.C and Procedure 1V.A1.

For smooth areas, embed secret text data using Adaptive LSB method described in section 111.B and Procedure
IV .A2.

Al. Procedure for Embedding for Edge areas:

Extract al the pixelsin the given image and store it in the array called Pixel-Array.

Extract al the charactersin the given text file and storeit in the array called Character- Array.
Extract all the characters from the stego key in key array.
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Choose first pixel and pick characters from Key-Array and place it in 8 bits of first component of pixel. If there
are more characters in Key- Array, then place rest in the 4 bits of its second component and then to next pixel
and so on till there are charactersin key-array.

Place some terminating symbol to indicate end of the key. ‘0’ has been used as a terminating symbol in this
algorithm.

Place characters of Character- Array in each 8 bits of first component (blue) and 4 bits of second component
(green) of next pixels by replacing it and so on till al the characters has been embedded. Again place some
terminating symbol to indicate end of data.

Obtained Stego image will hide all the characters that we input.
A2. Procedurefor Embedding for smooth areas:

For All RED-GREEN-BLUE components of all pixels

a. Calculate no. of bits available for embedding as given in section 111.B.

b. Place the remaining characters from character into available bits of pixel array.

Repeat steps (a) and (b) till we reach end of character array.

Extracting Module

Extracting is the process of getting the embedded message out of the stego object again.

The main algorithm for the Embedded stage can be listed as follow:-

1. Extraction of Input cover image to Edge and smooth areas using new edge detection filter asin section [11.A.
2. Extraction of secret text message from stego image is carried from random pixels of cover image using PRNG.

For edge areas. Extract data from 8 bits of BLUE component and 4 least significant bits of GREEN component
using Procedure |V.B1.

For smooth areas: Extract data from adaptive no. of bits using Procedure IV.B2.

3. Apply *S-DES Decryption method [45]to extract the text data

B1. Procedure for Extraction for Edge areas

Extract al the pixelsin the given image and store it in the array called Pixel-Array.

Now, start scanning pixels from Pixel-Array and keep extracting key characters from first and second (partial)
components of all pixelsto Key-Array till we get the terminating symbol.

If this extracted key matches with the key entered by the receiver, then again start scanning next pixels and
extract secret message characters from first (blue) and second (partial green) component of next pixels and place
it in Character Array till we get terminating symbol.

B2. Procedure for Extraction for Smooth areas
For All RED-GREEN-BL UE components of all pixels:
a. Calculate no. of bits available for embedding as given in section 111.B.
b. Now, start scanning pixels from Pixel-Array and keep extracting characters from the no. of bits determined
by step ain character array till we get terminating symbol.

V. RESULT ANALYSIS
The Broadly Steganography techniques are evaluated in two aspects [45, 46]:
1. Imper ceptibility / Stego-image quality:
It is the scale to measure the quality of stego image after hiding the details inside. It provides the
imperceptibility and invisibility measurement and is highest if the differences in cover and stego image are not
visible. As we al know, the higher the stego-image quality, the more invisible the hidden message. Therefore,
the stego-image quality is a very important criterion to use when we evaluate the performance of a
steganograpnic technique. We can judge whether the stego-image quality is acceptable to the human eye by
using Peak Signal-to-Noise Ratio (PSNR).
PSNR: Imperceptibility takes advantage of human psycho visua redundancy, which is very difficult to quantify.
PSNR can also be used as metrics to measure the degree of imperceptibility:

2
PSNR = 10LOG,, 22 B
MSE

-1N-1

MSE = 2 2 Pl 1)~ 03

x=0 y=0
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where M and N are the number of rows and number of columns respectively of the cover image, P(x,y) is the
pixel value from the cover image , P'(x,y) is the pixel value from the stego-image. Signa to noise ratio
guantifies the imperceptibility, by regarding the message as the signal and the message as the noise.

2. Payload/Hiding Capacity: The payload indicates the maximum number of bits that can be hidden with an
acceptabl e resultant stego-image quality. Because the scheme would be of no value if the stego-image turned out
serioudly distorted despite the fact that it can hold a large amount of secret data, the hiding capacity does have
its limit, especialy when it comes to the binary image. We can say that a scheme does have its contribution to
this field of research if it proves to either increase the payload while maintaining an acceptable stego-image
quality or improve the stego-image quality while keeping the hiding capacity at the same level, or better if it can
get both promoted.

Comparison Analysis:

The results of proposed technique on original image (Figurel) can be seeninfigure 4 as

a b

Figure 4: (a) Original image (b) Stego-image after applying proposed technique

The Comparison of existing techniques and proposed results (on the basis of PSNR and Capacity) is shown in

table 1.
Table 1: Capacity and PSNR value Comparison of existing techniques with proposed technique.

Cover [Simple LSB OLSB(3BIT) PVD Side Match PVD,LSB
Images |(3BIT)

C PSNR C PSNR |C PSNR |C PSNR |C PSNR
Lena 08304 |37.92 98304 140.73 [51219 411 48626 |[41.2 195861 36.24
Baboon 98304 (37.92 08304 |40.73 |57146 |37 57146 [34.1 (89743 35.47
Pepper 198304 |37.92 98304 }40.73  [50907 }40.8 50907 }40.6 96304 35.61
Cover [PVD & Modulus|Kekre Adaptive LSB & |HIGH CAPACITY [Proposed
Images PVD PVD & LSB

C PSNR |C PSNR |C PSNR |C PSNR C PSNR
Lena 51219 |44.1 35827 [59.05 (101599 [37.93  |146573 [36.23 393216 {47
Baboon 57146 |40.3 34235 [59.36 (109330 [34.84 141834 |37.92 363000 |46
Pepper 150907 {43.3 60317 [56.24  [100528 (38.78 [145863 [36.37 370000 (45
Testing and Results (Red Channel)

Original image, 2-bits, 4-bits and 5-bits):
Testing and Results (Blue Channel)
Qriginal image, 2-bits, 4-bits and 8-bits)
@
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Testing and Results (Green Channel)
Original image, 2-bits, 4-bits and8-bits)
(b)

Testing and Results (Green Channel)
Original image, 2-bits, 4-bits and 8-hits)
(©

Figure 5: Analysis of Red, Green, Blue components of Stego-image

VI.CONCLUSION

A new technique for information hiding based on LSB Steganography and Feature detection is proposed. It
presents an improved steganography method for embedding secret message bit in least significant bytes (blue
component and partial green component) of nonadjacent and random pixel locations in edges of images and
adaptive LSBs of red, green and blue components of randomly selected pixels across smooth areas. No origina
cover image is required for the extraction of the secret message. A new feature detection filter which integrates
CANNY edge detector and Hough transform for line/edge/shape detection is aso proposed which performs
better to predict edge areas in noisy image. The research was aimed towards the evaluation and development of
a new and enhanced data hiding technique based on LSB. The primary objective of this research isto propose a
solution that is robust, effective and to make it very hard for human eye to predict and detect the existence of
any secret data inside the host image. This has been achieved by using those bits for data storage that are on
edges and using blue and partial green component of color image to which human eye is least perceptive. The
proposed solution has not only achieved what was required but has also increased the data hiding capacity of the
host image by utilizing all the pixels as shown by experimental results.
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