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Abstract: Music and its attributes have been used in cryptography from early days. Today music is vastly
used in information hiding with the use of Steganography techniques. This paper proposes an alternative
to steganography by designing an algorithm for the encryption of text message into music and its
attributes. The proposed algorithm converts the plain text message into a musical piece by replacing the
text characters of the message by mathematically generated musical notes. The sequence of musical notes
generated for the particular character sequence of plain text message mimic a musical pattern. This
musical pattern is sent to therecelver asa music file. The seed value for encryption/decryption key is sent
using the asymmetric algorithm RSA, where the key maps the letters corresponding to a musical note.
The encryption key used isan n x n matrix and it will be generated using the seed value for the key on
both sender and receiver ends.
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. INTRODUCTION

With the advancements of information and communication technology, internet and its technologies have
replaced the traditional way of information exchange. Undoubtedly, internet is the fastest medium of
Information exchange. Every organization whether it belongs to private or public sector relies on these
technologies. In the era of electronic communication, the demand of secure information exchange is highly
needed and appreciated. There are situations where private personal data must be secured from the
untrustworthy parties. This demand introduced the idea of cryptography in modern day communication system.
Cryptography is the science of information security [1]. Cryptography has been used in early days for secure
communication between kings and queens, in war like conditions and governmental issues, enigma and rotor
machines are the examples of early day cryptography [2]. Modern day cryptography deals with the issues like
confidentiality, data integrity, authentication, and non-repudiation. There are three types of cryptography,
symmetric cryptography, asymmetric cryptography and message digest algorithm. In symmetric cryptography,
the same key is used for the purpose of encryption and decryption. In asymmetric cryptography two separate
keys i.e. one public key and another private key are used for encryption and decryption respectively. In
asymmetric cryptography, the public key of the receiver is known to public, which can be used for encrypting
the message which is to be sent to the receiver, while the private key is private to the receiver and is used to
decrypt the encrypted message. A message digest algorithm uses a hash function to encrypt and decrypt a
message.

Cryptographic algorithms are focused towards scrambling or disguising the message so that the intruder
cannot get the message in the original form unless he knows the exact decryption algorithm along with the key
used to decrypt the message. Steganography is the science of hiding the existence of the message [3].
Steganography algorithms are focused towards hiding a message into another message so that the intruder
cannot guess the existence of the message [4]. Various steganography techniques use a cover file also called a
stego object to hide the message in it. Images, audio, video files are generally used as the stego object. “Bit
stuffing” is one of the concepts used in steganography. It replaces the predefined bits of cover file with the bits
of the message to be transmitted [3], [4]. Nearly all steganography algorithms suffer with the problem of
payload, i.e. if the message to be transmitted is larger in size finding a proper stego fileis a problem.

As music is a vast arena, mathematically generated digital musical notes can be used for the encryption of
plain text message. Music and its attributes can be vastly used in modern day cryptography; this can be used as a
replacement of steganography. In digital form even a dightest variation in musical note can be differentiated
using computers while a human ear cannot distinguish that. Digital media representation needs the digitization
of analog signal into digital signal. The digitization process consists of discretization, sampling, quantization,
encoding [5]. While using mathematically generated music, we are using the discrete sample values of a note at
continuous discrete time intervals and the sample values to be scaled so that the values do not exceed the limits
for sound values.
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1. LITERATURE REVIEW

From early days music and musical notation have been used for the cryptographic purposes. The assignment
of letters to an individua notes was the simplest cipher algorithm on those days. The musical scores have been
used as substitution ciphers. Plain text has been represented by the use of musical scores; an individual musical
note was used for a particular letter or word. Sams [6] observed that many cryptologists were notable musicians.
In the 15™ century Tractus varii medicinales [7] constructed a system comprising of five different pitches and
used them in five different ways which yielded 25 symbols to make an alphabetic cipher, each pitch was given a
certain notation and the stem directions and the note values were changed in five ways. By the end of 16"
century many variations of complex systems were introduced which used 9 pitches and were capable to produce
72 different symbols. Garrison[8] used to send messages using ringing bells in prearranged ways. Athanasius
Kircher [9] used the idea of orchestra by allocating four different notes each of six different musical
instruments, this yielded 24 different notes. Hooper and Kluber [10], [11] used a cipher wheel, which had notes
and corresponding letters written round in two circles. The device used by Hooper and Kluber permitted
frequent resetting thus generating different notations at different times. In the late 18" and early 19" century it
was an issue of debate for generation musical cipher with real music. Leibniz [12] gave an idea of artificial
language containing tones and intervals. Leibniz in 1817 used seven different symbols and combined five at a
time, the order and stress was also varied. Bach [13], [14] used musical notation to write names in musical style.
Elgar [15] used musical notation to write messages to his friends, one of his message to his wife Dorabella is
still unbreakable. Dutta [16] et a used 36 number (twelve musical notes in three different octaves) and
encrypted a plain text message in musical notes. Dutta [17] et al also used raga Malkhauns whereby they
exploited the transition probabilities of the Malkhauns notes to encrypt a message.

Sudoku or Latin squares have been used for cryptographic, and steganography purposes. Latin squares are n
X n square matrix with n different elements, each occurring exactly once in arow and a column. Kadouche [20]
et a have proposed an information hiding technique using Sudoku and wet paper codes. Bakhtiari [21]et a have
used latin squares for message authentication codes. Kulkarni [19] et a have used fuzzy logic to generate
encryption and decryption matrix. Cooper [22] et a used critical set from latin squares for secret sharing
schemes.

Random number generation is a big task in any cryptographic algorithm, random number generator function,
basically pseudo random generator are more prone to attack. Kelsey [23] has addressed the problems with
pseudo random number generators. Gutterman [25] has pointed the problems with linux random no generation
technique. Lagarias [24] has addressed the relation between number theory and random number generation.
L agarias al so talked about the dependence of cryptographic algorithms on pseudo random number generators.

The rest of the paper focuses on designing a symmetric key cryptography algorithm which uses musical notes
to substitute the characters of the plain text message. The input to the algorithm is the message in plaintext along
with the key (refer to Fig 1). The key will be generated using the seed value and the predefined note set, which
will map the substitution of |etters to musical notes. The seed value is a value given to arandom function to start
with. Every random function repeats a same segquence of random number while generating random number. The
output of the encryption algorithm is the sequence of musical notesin amusical file. The input to the decryption
algorithm is the key and the musical file (refer to Fig 2). The decryption key will be generated using the seed
value and the predefined note set which will be same as the encryption key. The corresponding output is the
message in plain text. The main aim of the algorithm is to represent the message as a sequence of musical notes
and not to hide the existence of the message, as in done in steganography.

Encryption alqorithm

[ Plain Text Message: J [ Musical note sequence ]

y |

Note Transition algorithm ‘

[ Musical notes set }

i

Key Matrix / Transition table

Key Generator

Function

Seed value

Fig 1: Encryption of plain text message.

ISSN : 0975-4024 Vol 5No 3 Jun-Jul 2013 3110



Sandip Dutta et.al / International Journal of Engineering and Technology (1JET)

Decryption Algorithm

[ Musical note sequence J [ Plain Text Message: J

J 1

[ Musical notes set ] Reverse Transitional Note
Algorithm

A

Key Matrix / Transition table

Key Generator

Function

Seed value

Fig 2: Decryption of Musical Note sequence.

[I. PROPOSED ALGORITHM
A musical note consists of fundamental frequency (pitch is the perceived fundamental frequency), its

amplitude (volume) and its shape (or its character). For a simple sound we can use a simple sine wave. A
single note could be represented by the function:

Asin(27ft)
Where: f isthe frequency (cycles per second)

t isthe elapsed time or the duration of note
Aisthe amplitude

The function AsIN(27ft) generates a sinusoidal waveform with frequency f as the time t progresses. The

waveform is the nature or shape of the wave. Here the time t goes from 0O to the specified time interval for the
note which is set to be half a second for our case that means a particular note will play for half a second. The
amplitude which is generally the measure of height of wave is set to be one unit for our case. Various
mathematical functions can be used to generate musical notes. Some of the mathematical functions can be used
to modulate the basic notes to generate the notes of different musical instruments. These different mathematical
functions can mimic any available digital sound for e.g. Electronic guitar, violin etc. A symphony can be
produced mixing different musical instruments together for encrypting messages, making the decryption more
complex to decode by intruders.

Table 1. Frequencies for mean tone [ 18]

Note/Octave 1 2 3 4 5 6
C 65.07 130.14 260.29 520.58 1041.16 2082.31
C#/Db 69.46 138.92 277.84 555.69 1111.37 2222.75
D 73.27 146.54 293.08 586.17 1172.34 2344.68
D#/Eb 77.42 154.83 309.66 619.33 1238.65 2477.30
E 82.57 165.14 330.28 660.56 1321.12 2642.24
F 86.72 173.45 346.90 693.80 1387.60 2775.19
F#/Gb 93.05 186.10 372.19 744.39 1488.78 2977.56
G 97.65 195.30 390.61 781.21 1562.43 3124.86
GH/IAb 103.70 207.41 414.82 829.64 1659.28 3318.56
A 110.00 220.00 440.00 880.00 1760.00 3520.00
A#/Bb 115.58 231.16 462.33 924.65 1849.31 3698.61
B 123.96 247.92 495.84 991.68 1983.36 3966.72

We have taken 12 notes and 6 octaves into consideration (refer table 1). This givesrise to 72 notes which will
be used to encrypt 72 characters. We have used two functions to generate the musical notes. The frequencies for
the used notes are given in the frequency set which has been taken from the third octave of Table 1, the third
octave is the mean and the multiples of the values of third octave are aso being considered. The generated notes
are shown in the note set. The generated 72 musical notes are al different. The characters to be encrypted are
been shown in the character set. Capital |etters are converted to small letters. A transition table is generated

ISSN : 0975-4024 Vol 5No 3 Jun-Jul 2013 3111



Sandip Dutta et.al / International Journal of Engineering and Technology (1JET)

having 72 rows and 72 columns where, a unique note is assigned to every cell in a corresponding row. The
transition table will have a random permutation of the 72 notes in each row. The transition table serves as the
encryption and decryption key. The Transition table will be generated using the seed value for the key on sender
and receiver side, this table will also be called as key matrix/ transition matrix. The transition table will be used
to find the note for a particular character as per the occurrence of character in the plain text. The transitiona
note algorithm finds the particular note sequence for the plain text message. The generated musical sequence is
then saved as a (.wave) file. This wave file along with the seed value for the key is send to the receiver as an
encrypted message. The receiver after getting the musical file i.e. the wave file provides the file along with the
key to the decryption algorithm and gets the message in plain text.

A. Notetransition algorithm

e The mapping of the note for first character will be done by finding the note corresponding to the letter
in the respective column of the first row from the transition table.

» The second note will be generated by searching in the column for the character in the row number of
the last character from the transition table (that is the transition of current letter from the last letter
corresponds to the musical note).

e The third and so on notes will be generated as per the second step while the end of character has not
been reached.

¢ The generated note sequence is saved into awavefile.
The note is generated according to the transition of the character from the last character (refer to Fig 3).

Plain Text Message:
“HELLO WORLD™ _
Musical note sequence
\I{ A
Last Current

character | character

-
I

Cr

o A

W Cr

L]

L

H
E
L
W
o
R
=]

W

Tone Transition algorithm ]

o

[ Musical notes set

Key Generdior

Function

Seedvalue

B. Reversetransitional note algorithm.

e Thefirst note is searched in the first row of the transition table and the corresponding character is read,
the character read is the first character of plain text message. This character is saved and will be used
in the next stage.

e The previous character is the row in which the next note is to be mapped from the transition table; the
mapped column number will correspond to the second |l etter.

e The whole sequence is repeated until the end of fileis reached.
¢ The character sequence read is saved into atext file.

Character set =[ 'a, b, 'c’, 'd", '€, 'f", 'd’, ‘0, 1", j', 'k, 'I','m', 'n', ', P, ‘gL, L 'S, U VS W, X, Y 200
'2,'3, 4,5, '8, 7, 8L Y T S %, &S, ) e s e s @, T Y T
AR O b R NS

Freg. set = [260.29, 277.84, 293.08, 309.66, 330.28, 346.90, 372.19, 390.61, 414.82, 440, 462.33, 495.84]

| Key Matrix f Transition table

Fig 3: Encryption using note transition algorithm
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note set = [ al a2 a3 a4 a5 a6 a7 a8 a9 al10 all al2 al3 al4 al5 al6 al7 al8 al9 a20 a2l a22 a23 a24 a25 a26
a27 a28 a29 a30 a3l a32 a33 a34 a35 a36 a37 a38 a39 ad0 adl ad2 ad3 ad4d ad5 adb ad7 ad8 ad9 a0 abl ab2
ab3 ab4 ab5 ab6 ab7 ab8 ab9 a0 abl ab2 ab3 ab4 ab5 abb ab7 ab8 ab9 ar0 arl ar2)

The generation of transition matrix will be done by random permutation of the whole note set for each rows.
This transition matrix is the key for the encryption and decryption algorithm.

C. Functions used for generating notes.

Notes Functions used Values of thevariables

For tones al . . Where o variesfrom 1to 12

through a12 A= sin(2xnxf(a) x 2 x 1) B~0,i variesfrom 1to 12,
and t[0,T], T=0.5

For notes a13 _ _ ; Where «a l/ari_esfr_om 1lto12

through 224 A() = sin(2x mxf(o) x2°xt); B~1,i variesfrom 13 to 24,
and t[0,T], T=0.5

For notes a25 . . ; Where o yarigfrpm 1to 12

through a36 A()=  sin(2x mxf(a) x2°xt); B =2, i variesfrom 25 to 36,
and t[0,T], T=0.5

For notesa37 | A()=  (sin(2x mxf(a) x2Pxt)- Where o variesfrom 1to 12

through a48 cos(2xnxf(o)x64x%t))/3 B~0, i variesfrom 37 to 48,
and t[0,T], T=0.5

Fornotesad9 | A(i))=  (sin(2x mxf(a) x2Pxt) — Where o variesfrom 1to 12

through a60 cos(2xmxf(o) xt))/3; B~2,i variesfrom 49 to 60,
and t[0,T], T=0.5

Fornotesabl | A()=  (sin(2x mxf(a) x2Pxt) — Where o variesfrom 1to 12

through a72 cos(2x wxf(a) xt))/12; B~3, i variesfrom 61 to 72,
andt[0,T], T=0.5

Example: - Consider a 10X10 transition table for numerals O through 9 (refer table 2). For a particular
message say a phone no: 09433938113 the notes will be generated corresponding to the no’s with notes as:

(1) adfor0 {going in the first row and column for 0 }
(2 a7z for 9 {'going in the row for 0 and column for 9}
3 al for4 {going in the row for 9 and column for 4}
4 a3 for 3 {going in the row for 4 and column for 3}
(5) a4 for 3 {going in the row for 3 and column for 3}
(6) a2 for9 {going in therow for 3 and column for 9}
(7 ab for 3 {going in therrow for 9 and column for 3}
(8 ar for 8 {going in the row for 3 and column for 8}
9 a8for 1 {going in the row for 8 and column for 1}
(20 abforl {going in the row for 1 and column for 1}
(1D a2 for 3 {going in the row for 1 and column for 3}

The generated musical sequenceis|[ @9 arala3ada2abara8ab a2 ]

The output of the encrypted message is a series of musical notes mimicking a musical pattern. The intruder
on getting this musical file cannot guess the existence of encrypted message in the form of music. For, the
decoding of the note into message we will check the first note in the first row and find the column and, this
column will specify the first letter we will also save the current column no as say current. For the second letter
we will find the second note in the row no with the value current and find the column no and update the value of
column with the new one. This process will run until we have processed the last note.

The reverse transitional note algorithm on musical sequence[ a9 a7 al a3 a4 a2 a5 a7 a8 a5 a2 | will produce
the result as:

Q) Ofor a9 {goingin first row & column for a9}

2 9for a7 {going in row for 0 and column for ar}
©)] 4for al {going inrow for 9 and column for al}
4 3fora3 {going inrow for 4 and column for a3}
(5) 3forad {goinginrow for 3 and column for a4 }
(6) 9for a2 {goinginrow for 3 and column for a2 }
@) 3forab {going inrow for 9 and column for a5}
(8) 8for a7 {going in row for 3 and column for a7}
9 1for a8 {going in row for 8 and column for a8}
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(120) 1for &b {goinginrow for 1 and column for ab}
(1) 3fora2 {goinginrow for 1 and column for a2}

Deciphered Result: 09433938113 as string.
Table 2: Transition table for numerals 0 through 9 having a 10X 10 matrix of musical notes.

0 1 2 3 4 5 6 7 8 9
0 |a alo al ab ad ab a8 a3 a2 ar
1| a9 ab a3 a2 ab alo ar a4 al a8
2 | a2 a9 ab ab a4 a3 ar al0 al | a8
3 | a9 al a8 a4 | ab a10 a5 a3 ar a2
4 | ab a9 a2 a3 a10 a8 4 ar al | a6
5 1|a alo ab a8 al ab a3 ar a4 a2
6 | a a8 alo ab a2 al a3 ab ar a4
7 | a8 alo ab a2 al ab al ar a9 a3
8 | & a8 ar a2 ab a9 a3 al a4 | alo
9 | a3 a8 a2 ab al ar al0 a6 a9 |4

V. IMPLEMENTATION, RESULT AND DISCUSSION

The proposed algorithm is implemented in Matlab, it uses sine and cosine functions to generate musical
notes. 72 different musical notes are generated using these function and these musical notes are assigned for the
characters of the message using the transitional note algorithm. The run time of the algorithm is found to be
linear. The file size of the generated musical sequence is also linear. The proposed algorithm takes nearly 7.82
Kb to represent a particular note. As the proposed algorithm uses transition of the text literals to find the
particular note, the algorithm is better than simple substitution ciphers.

The proposed a gorithm gives different result for the same set of letterse.g. for ‘at’ in “cat” and “bat” Cat will
correspond to say “al, al7, a29”.While Bat will correspond to say “a3, a42, a29".

This is because the “at” in “cat” and “bat” will have different transitions, as in cat the note for ‘a will be
found in the row for ‘c’ and column for ‘&, while in bat it will be in row for ‘b’ and column for ‘a. While for
“t” the note will be same as the transition for “t” in both the caseisfrom “a’.

The transition tables for different set of sender and receiver will have a key that is a matrix of 72x72 where
each row has random permutation of musical notes 1 through 72. Which makes the probability of guessing the
right key to be 1/(72!)" which is nearly impossible to guess. The random permutation for the transition table is
fixed by setting the seed value for the random function, which will help us reducing the effort of sending the
key; it will further enhance the security of key. The proposed algorithm can be further extended to any no of
character set with the use of different mathematically generated musical notes.

V. CONCLUSION AND FUTURE WORK

Various musical attributes can be used in modern day cryptography. A better cryptic algorithm is demanded
in future, which may generate musical sequence as real world music. Indian classical music and raga can be
used in the transitional algorithm, which may mimic a real musical pattern or raga. The generation of random
transition table in Sudoku form isleft as future work. We are also exploring the possibility of using the duration
of the musical notes for encryption.
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