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Abstract— The purpose of this paper is to present a survey of XML-based security standards that can 
be used for handling security requirements of distributed computing systems like Grid and Cloud. 
Distributed systems are expanding and their growth is apparent from the advancements in the field of 
distributed computing technologies like Grid, Peer-to-peer, Cloud, Pervasive Systems etc. As a result of 
this expansion, security requirements are also increasing and becoming important. The expansion of Grid 
and Cloud demands new security standards for handling specialized security requirements and concerns 
of these systems. Different security standards are in use for handling security requirements of different 
systems. This paper presents a survey of important XML-based security standards, identifies general and 
specialized security requirements of Grid and Cloud like systems and then relates them to security 
standards. The paper also presents a general, security standards based view of distributed computing 
systems showing the applicability of XML-based security standards in handling security concerns of these 
systems. 
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I. INTRODUCTION 
A distributed system can be defined as a set of interconnected, autonomous computers that cooperatively 

solve large, single problem by facilitating parallel execution of separate but possibly related tasks [1]. 
Distributed technologies are expanding day by day and the computing technologies like Grid, Peer-to-peer, 
Pervasive and Cloud are becoming more prevalent. Many of these computing technologies share common goals 
and concerns e.g. sharing resources in an efficient way can be termed as common objective of these computing 
technologies. Similarly, security can be termed as common concern for these computing technologies. Security 
is a multidimensional problem. The real power of any computing technology can be harnessed only if it 
provides secure access to resources and services. A number of security issues need to be addressed to gain wide 
acceptance.   

A lot of work has already been done in addressing traditional and basic security requirements like 
confidentiality, integrity, authentication, authorization and access control etc. But the newer computing 
technologies demand the support for specialized security requirements like single sign-on, delegation, trust, 
privacy, and policy based access in federated environment etc. Techniques are being proposed to handle 
additional security requirements of specialized distributed systems and number of standards are being developed.  

This paper intends to present a comprehensive list of security requirements that a distributed computing 
technology may need to address, along with the discussion of various XML-based security standards that are 
becoming popular in addressing those requirements. This information can help security experts to select 
appropriate standards for handling the security concerns of their systems. 

The paper is organized as follows: Section II presents a comprehensive list of security requirements that a 
distributed computing system like Grid and Cloud may need to address. Section III presents an overview of 
available XML-based security standards. Section IV relates security requirements with security standards. 
Section V gives a security standards based view of distributed computing systems and finally Section VI 
presents the summary. 

II. SECURITY REQUIREMENTS OF GRID AND CLOUD LIKE SYSTEMS 
The security requirements of distributed systems may be classified as basic and advanced. The basic security 

requirements include confidentiality, integrity, authentication and authorization whereas additional or advanced 
security requirements may include the support for single sign-on, delegation, credential renewal, non-
repudiation, secure conversation, privacy, trust etc. A lot of literature like [2]-[12] exist which describe and 
justify these requirements in Grid and Cloud from various angles. Following table presents a brief description of 
these security requirements. 
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TABLE I.  Security requirements/concerns of Grid and Cloud like Systems 

Security 
Requirements/ 
Concerns 

Brief Description

Authentication Authentication basically deals with verifying the identity of the user. 

Single Sign-on Single sign-on enables a user to login once and access multiple 
services in heterogeneous domains with the same credentials. 

Confidentiality Confidentiality deals with the secrecy of the messages or information 
that flow over the communication channel. 

Integrity Integrity provides mechanisms to detect unauthorized changes to 
messages that flow over communication channel. 

Delegation Delegation feature enable a user to pass full or limited set of his/her 
authorization rights to other user(s). 

Credential 
Renewal 

Credential Renewal deals with the regeneration or re-issuing of 
expired credentials. 

Non Repudiation Non-repudiation guarantees that a user can’t deny at a later stage that 
he/she has not performed a particular action, in case he/she has 
actually performed that particular action. 

Secure 
Conversation 

It deals with secure dialog exchange among communicating parties 
over a communication channel. 

Privacy Privacy security requirement deals with the protection of 
private/secret information.  

Trust Trust security requirement deals with trust related aspects like 
specifying trusted credentials, trust policies and determining 
trustworthiness of target service. 

Policy Policy security requirement deals with providing support for 
specification and enforcement of security policies. A security policy 
can be a rule/constraint/restriction that a system may want to enforce 
and may include aspects of privacy, trust, confidentiality, integrity etc.   

Authorization Authorization is concerned with what a user is permitted to do. It 
deals with issues like who can access what services and under what 
circumstances. 

Assurance Assurance provides the means to assure the quality of service that is 
expected or has already been agreed upon. 

Manageability Manageability security requirement deals with management related 
aspects of security services and requirements e.g. identity 
management, policy management, security key management etc. 

Not all distributed computing technologies require the support for all security services. Different systems may 
demand different set of security requirements and functions depending upon the application and the context in 
hand. XML-based security standards are available and various are emerging to handle the security requirements 
described in Table I. It may be noted that most of the XML-based security standards do not provide a new 
technique or method to handle the security requirement in hand; instead they assist various stakeholders 
(managers, designers, programmers, users, security experts etc.) to specify and handle these requirements in an 
interoperable way. The prime concern and objective of XML-based security standards is to enable 
interoperability among different systems. Following Section presents a list of XML-based security standards 
along with their brief description. 

III. SECURITY STANDARDS 
The major reason behind the need of security standards is to address the security requirements and concerns 

of different parties in a uniform and interoperable way. Security standards are required to achieve 
interoperability among heterogeneous domains with respect to security requirements and concerns. In Grid and 
Cloud, the administrative domains and service providers are free to use any security mechanism of their choice. 
The security mechanisms deployed by one administrative domain or service provider may be different from 
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security mechanisms implemented by other administrative domains and service providers. If exchange of 
security related information is required among heterogeneous participating domains, then standards can provide 
us the required platform. Consortiums, Communities and Organizations like OASIS, W3C, OGF, Microsoft and 
IBM are taking initiatives in developing standards for specification and exchange of security related information 
in distributed environments. Following table lists the important XML-based security standards that address 
various aspects related to specification and exchange of security related information in an interoperable way.  

TABLE II.  XML-Based Security Standards 

XML-based 
Security 
Standards 

Brief Description 

XML-
Encryption [13] 

XML Encryption is a W3C recommendation that deals with expressing encrypted data 
using XML.  The information that can be expressed using XML Encryption include 
encryption method, encryption key, data type of encrypted document,  etc. 

XML-Signature 
[14] 

XML-Signature is a building block for many security standards and provides integrity 
for data. XML-Signature can be thought of as a digital signature expressed in XML. 
Using XML signature selected portion of XML documents can be signed. 

WS-Security [15] WS-Security describes how signature and encryption headers are attached to SOAP 
messages. It also describes how to attach security tokens, including binary security 
tokens such as X.509 and Kerberos tickets to messages [11]. 

WS-Trust [16] WS-Trust describes a framework for trust models that enables web services to securely 
interoperate. It provides a framework for requesting and issuing security tokens [16]. 

WS-Policy [17] WS-Policy provides a general purpose model and corresponding syntax to describe the 
policies of a web service, e.g. required security tokens, supported encryption algorithms 
and privacy rules etc [17]. 

WS-
SecureConversat
ion [18] 

WS-SecureConversation describes how to manage and authenticate message exchanges 
between parties including security context exchange and establishing and deriving 
session keys [11]. 

WS-
Authorization 
[11] 

WS-Authorization intends to describe how to manage authorization data and 
authorization policies. 

WS-Privacy [11] WS-Privacy intends to describe a model for how web services and requesters can state 
subject privacy preferences and organizational privacy practice statements. 

WS-Federation 
[19] 

WS-Federation describes how to manage and broker the trust relationships in a 
heterogeneous federated environment including support for federated identities [11]. 

SAML [20] The OASIS SAML specification allow trust assertions to be specified using XML. These 
assertions can concern authorizations, authentications and attributes of specific entities. 

XACML [21] XACML provides a policy language which allows administrators to define the access 
control requirements for their resources in a standard and portable way. It also provides a 
mechanism that offers much finer granular access control than simply denying or 
granting access [29]. XACML architecture is tightly intertwined with SAML 
architecture. 

XKMS [22] XKMS (XML Key Management Specification) provides an interface to a PKI (Public 
Key Infrastructure). The XKMS specification defines two web services: The XML Key 
Registration Service and XML Key Information Service Specification (X-KISS). 

ebXML [23] The ebXML (electronic business XML) is a series of standards developed by OASIS and 
UN/CEFACT. The objective is to provide an open XML-based infrastructure enabling 
the global use of electronic business information in an interoperable, secure and 
consistent manner by all parties. 

XrML [24] XrML is Extensible Rights Markup Language. XrML enables users to specify rights and 
conditions with resources which are to be shared. XrML is XML-based document 
describing rights and conditions together with the message integrity and the entity 
authentication information. 

EDXL [25] EDXL (Emergency Data Exchange Language) is a suite of XML-based messaging 
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standards facilitating emergency information sharing between the participating entities. 
EDXL enable information about various life saving resources to be shared among 
communicating entities. 

OVAL [26] OVAL (Open Vulnerability and Assessment Language) is a security assessment 
language for checking security configuration of systems. The OVAL language is a 
collection of XML schemas which can be used for representing system information and 
expressing specific machine states and reporting the results of an assessment. 

 
It is clear from the above table that many standards are available for addressing the security requirements of 

Grid and Cloud like systems. The usage of these standards facilitates the specification, exchange, interpretation 
and automatic processing of security related information. As distributed computing systems like Grid and Cloud 
are growing, the role of security standards will be very important for the wide acceptance and popularity of 
these systems. There are many attempts like [27] – [32] where XML-based security standards are being used to 
construct security models. The use of security standards will give inherent assurance and confidence to users to 
openly migrate to Grid and Cloud based systems. Next Section relates security requirements with security 
standards. 

IV. THE APPLICABILITY OF XML-BASED SECURITY STANDARDS FOR HANDLING SECURITY 
REQUIREMENTS 

This Section relates security requirements listed in Table I with the XML-based security standards described 
in Table II. The applicability of XML-based security standards in addressing security requirements and concerns 
in shown in the following table: 

TABLE III.  Table showing Applicability of XML-Based Security Standards in addressing Security Requirements and Concerns 

Security 
Requirements/Concerns 

XML-based Security Standards

Authentication WS-Security, SAML

Single Sign-on WS-Security, SAML

Confidentiality XML-Encryption

Integrity XML-Signature

Delegation WS-Security, SAML

Credential Renewal SOAP, WS-Security, SAML

Non Repudiation XML Signature, WS-Security, SAML 

Secure Conversation WS-SecureConversation

Privacy WS-Privacy, SAML

Trust WS-Trust, WS-Federation, SAML

Policy WS-Policy, SAML

Authorization WS-Authorization, WS-Federation

Assurance SAML

Manageability XKMS

Digital Rights 
Management 

XrML

 As shown in Table III, WS-Security and SAML can be used to handle authentication, Single Sign-on and 
delegated related aspects e.g by using WS-Security, authentication tokens like X.509 certificates can be attached 
to SOAP messages. SAML can be used for making authentication assertions. The assertion defines several 
authentication elements such as the integrity of the issuer, the time at which the authentication is granted, and 
the valid authentication time period. The assertion can indicate that an entity was authenticated by a specific 
system at a specific time [9]. Similarly, XML-Encryption and XML-Signature can be used for specifying 
integrity and confidentiality related aspects. E.g. using XML-Encryption we can express the encryption method 
(RSA, AES etc.), type of encryption key (symmetric or asymmetric etc.) and the information about how the 
encrypted key was agreed upon (e.g. Diffie-Hellman). Using XML-Signature, resources of any type can be 
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signed. It supports detached signature (signing a resource outside the containing XML), enveloped signature 
(signing some part of the containing document) and enveloping signature (contains signed data within itself). 

 Similarly, the requirements and constraints of a service or resource can be expressed using WS-Policy. The 
concerns related to request and issue of security tokens to establish trust can be expressed using WS-Trust and 
WS-Federation. WS-Policy can also be used to express policies related to privacy, trust and authorization related 
aspects. SAML can be used to make authorization decision assertions and attribute assertions also in addition to 
authentication assertions. An authorization decision assertion involves making a decision about whether or not a 
principal can access a specific resource, given an authentication assertion and an attribute assertion. Attribute 
assertion asserts about attributes of a principal and along with policy information can determine the privilege of 
a principal.  

XACML is an access control markup language and provides a policy language which allows administrators to 
define access control requirements for their resources in a standard and portable way. It also provides a 
mechanism that offers much finer granular access control than simply denying or granting access [29]. XACML 
architecture is tightly intertwined with SAML architecture. Similarly, WS-Privacy is intended for expressing 
subject privacy preferences and organizational privacy practice statements and WS-SecureConversation enable 
secure dialog exchange by describing how to manage and authenticate message exchanges between parties 
including security context exchange and establishing and deriving session keys. Similarly, XKMS, XrML and 
EDXL can be used for managing keys, managing digital rights of resources and for sharing emergency 
information respectively. 

V. A VIEW OF DISTRIBUTED COMPUTING SYSTEMS MAKING USE OF XML-BASED SECURITY 
STANDARDS 

This section presents a security standards based view of a distributed computing system. Figure 1 
diagrammatically shows the placement of security standards in a distributed environment like Grid or Cloud. 

 

Fig. 1.  Diagram showing placement of XML-based security standards in distributed environment which is representative of Grid or Cloud 
system 

In Figure 1, ellipses represent distinct administrative domains or service providers’ domains. Circles 
represent services, diamonds represent resources and rectangles represent users. The domain may have number 
of services and resources that it provides to service requesters (i.e. users) depending upon their authorization 
status. The information exchange takes place through SOAP messages among domains, services and users. The 
diagram is representative of Grid and Cloud systems. In case of Grid, the domain represents a different 
administrative organization and in case of Cloud, the domain is representative of a service provider.  

Each user or service may have its own set of authentication, privacy, trust, confidentiality and integrity 
related requirements and users and services can express these requirements through WS-*, SAML, XACML and 
other related specifications and standards as shown in Figure 1. This information corresponding to each user and 
service is stored in the database which is maintained by every domain. While communication is taking place, 
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WS-* information is exchanged, which the both of the participating entities can understand, interpret and 
process and thus enable interoperability. 

VI. SUMMARY 
The paper identifies and relates key security requirements of Grid and Cloud like systems with available 

XML-based security standards and presents security standards based view of distributed computing systems. 
The information can help security experts to select appropriate standards for handling the security requirements 
of their particular systems. Though the XML-based security standards do not provide new solutions to satisfy 
the listed security requirements but their usage is important in an environment if we want to specify and address 
security related requirements and concerns in an interoperable way. So in our opinion the usage of XML-based 
security standards is very important, especially in Grid and Cloud like distributed computing systems where 
heterogeneous domains interact with each other to achieve a common goal and the user base is large and 
participating entities have different sets of security concerns. 
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