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Abstract-The security problems in Distributed System leads the researchers to find out that attacks are 
the major issue which outcomes the result in security problems of distributed system. Distributed Denial 
of Service (DDoS) attack is a attack which leads to disrupt the network by draining its resources. 
Network traffic is created by attackers by sending the invaluable messages to user. For every node 
battery capacity is important and battery draining in nodes leads to degrade the life of the node, this is a 
severe problem. In this paper we are discussing about the DDoS attack, which creates problem for WSN 
which is used in military solution, and MANET which is used in communication and is simple to use. 
DDoS is the major challenge for WSN and MANET, it identifies the nodes and attack on it. DDoS attacks 
are an attempt to make resources unavailable.  
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I. INTRODUCTION 

The DDoS (Distributed Denial of Service) attack, which is a reason for disrupt in life of node. This attack 
creates congestion into the network of communications and unwanted packets creates traffic which leads to the 
power consumption, the energy consumption degrade the node and also consumes the resources, even the 
resources are limited. Author stated about DSR Dynamic Source Routing protocol, it forms a route from source 
to destination on demand of request computer by preventing attacks[1].The method of security discussed by 
author in wireless Sensor Network is very important because the security of WSN is very weak due to limited 
resources. Author finds the security approaches to increase the level of protection and to reduce the overheads 
and the loads on node. He also implemented important features like processing, storage, energy[2]. The DDoS 
Distributed Denial of Service attack which attacks on the targeted node, resulting in denial of service to the 
targeted node. The attacker flooded the incoming messages to the targeted node resulting in congestion into the 
network. Many researchers have been done on DDoS attack for the detection and prevention from of it[3].  The 
service request attacks are repeated on targeted node as to drain the energy consumption. The user repeatedly 
request for the service and request was again and  again denied, this denial of service is the attack on that node. 
Draining of battery as quickly as it can be is discussed by the author through DDOS[4]. Author proposed about 
Intrusion Detection System and provided solution for it. According to the solution provided by him explains if 
IDS is perfect then have coverage of 100% and if false then is 0% [5]. A method presented by the author which 
determines intrusion in MANET and is determined using intrusion detection system, also it prevent from Denial 
of service attack. The result analyzed is based on end-to-end delay, DDOS attack [6]. 

 

A. MANET (Mobile ad hoc network) 

MANET is a Mobile ad hoc network which does not need any infrastructure to establish, It is a continuous 
configuration of wireless network, which is a collection of node. Security assurance is been provided during 
communications and all other device in MANET are free to move in any direction and also can switch the links, 
from one to another. It has been establish as a framework for communications and mostly uses under military 
solutions. A collection of node in which every node work as a source node or an intermediate node. Data are 
forwarded in the form of packets and these nodes are mobile nodes which can not reject to forward those 
packets, in it connections are maintained through radio waves. 

 
 
 
 
 
 
 
 

ISSN (Print)    : 2319-8613 
ISSN (Online) : 0975-4024 Farhat Parveen et al. / International Journal of Engineering and Technology (IJET)

DOI: 10.21817/ijet/2018/v10i2/181002053 Vol 10 No 2 Apr-May 2018 484



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

B. WSN 

WSN is 
resources
transduce
storage m
the infor
network 
of inform

 

C. DDoS

DDoS at
energy w
extra pac
The cons

The DDo

1. Direct 

2. Reflec

If we wil

 

 

(Wireless Sen

a Wireless S
s the approac
er and are po
media, transdu
rmation, and 
record every 

mation. 

S (Distributed

ttack is a sev
which degrade
ckets which ar
sumption is m

oS attacks are 

attack and, 

ctor attack. 

ll further class

nsor Network)

Sensor Netwo
ches in securi
ortable. It con
ucer, and tran
transceiver a
minutes/secon

d denial of serv

ere attack wh
es node life an
re of no use a
ore than regul

classified in t

sify them then

Figure 1

): 

ork with limi
ity in wireles
nsists of batt
sceiver. The t

accepts comm
nds of environ

Figure 

vice) 

hich creates tr
nd network. I
arrive on any 
lar, it decrease

two forms:  

n it can in the f

:  Architecture of

ted resources
ss networking
tery (power s
transducer is u

mands and tra
nmental cond

2:  Architecture o

raffic in netw
It identifies th
overload occu
es the process

form of conge

f MANET 

s and weak s
g is weak. W
source), intran
used for elect
ansports data 
dition. WSN W

of WSN 

work commun
he targeted no
urs on the targ
sing and other 

estion, flooded

security system
WSN consists 

net nodes, an
tric signal, mi
to centralize

Works as the 

nications and 
ode and attack
geted node th
function of th

d, smurf attack

m. Due to th
of a sensor n

nd multiproce
icroprocessor 
ed computer. 
sensing and p

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

consumes un
ks on that no

hen energy tha
he targeted no

k etc. 

he limited 
node with 
essor with 
processes 
A sensor 

processing 

nnecessary 
de. When 

an energy. 
ode. 

ISSN (Print)    : 2319-8613 
ISSN (Online) : 0975-4024 Farhat Parveen et al. / International Journal of Engineering and Technology (IJET)

DOI: 10.21817/ijet/2018/v10i2/181002053 Vol 10 No 2 Apr-May 2018 485



 

 

 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 3: DDoS attack 

In order to overcome the problem of DDoS we have used IDS (Intrusion Detection System) which has ability to 
locate and identify malicious activity on any network by examining network traffic in real time.IDS is available 
in HOST as well as NETWORK form. HOST IDS is installed as an agent on machine where as Network IDS 
examines the traffic between the nodes looking for nefarious behaviour. 

The majority of IDS uses one method among the three namely signature based, anomaly or stateful protocol 
analysis. 

II. PROBLEM DOMAIN 

The major issue faced using WSN and MANET is the problem of battery, battery consumption is high during 
traffic and overload. A single victim node is targeted sending multiple messages repeatedly which are unwanted. 
The attacker node has a high capability and a fake identity which generates large packets and transmits these 
unwanted packets to the targeted node in network. The attacker continuously sends large packets in different 
interval of time which results in not getting any information that was the behaviour of the attacker. If we will 
further classify them in the form of congestion, flooded, smurf attack etc. The researchers also proposed solution 
for the detection and prevention of the attack using the Dynamic Source Routing (DSR) protocol and Ad hoc on 
demand distance vector routing protocol (AODV), which creates route from source to destination on the request 
of computer.   

III. METHODOLOGY 

Following steps are proposed for implementation and evaluation purpose: 

1. Initially, two different scenarios for MANET and WSN have been developed for creation of proposed 
platform. 

2. Afterwards, little malicious attack with extra flooding attack has been deployed to drain the network battery 
or another resource.  

3. To diagnose the attack, a monitoring mechanism has been used i.e IDS technique to collect the information of 
initial battery and remaining battery.  

4. This value would help to calculate the draining rate of each node. Every attack has very significant symptoms 
for detection.  

5. This work will consider this value as the input and it will compare with previously supplied value of threshold 
to observe whether this consumption is genuine or not. 

6. It crosschecks the remaining value with higher threshold value. It only forwards the packet when node’s 
remaining power is higher than threshold value.  In case of less value it considers the node as victim node and 
executes the detection mechanism. 

7. This step executes detection mechanism and start collecting the remaining node power. If any node found 
with higher battery power, mechanism consider this node as attacker node. As per the study observed that, 
malicious node always carry extra ordinary battery capacity, its power will be higher than maximum capacity of 
sensor node. Mechanism will consider such node as suspicious node and alarm with message on console. 
Afterwards, it forward the suspected node detect to prevention mechanism. 
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IV. RESULTS ANALYSIS 

This section represents the result analysis of the solution proposed for the detection and prevention  of nodes 
from DDoS attack in WSN (mobile), WSN (static), MANET (mobile) and MANET(static) using throughput, 
end to end delay, total energy consumed and protocol energy consumed as the parameters. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4. Comparison of total energy consumed 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 5. Comparison of protocol energy consumed 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 6. Comparison of end-to-end delay 
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Figure 7. Comparison of throughput 

V. CONCLUSION 

The complete work observes that DDoS attack is one of the severe resource draining attack leads to reduce the 
life of node. Here, mitigation technique has been developed to diagnose and mitigate malicious node. 
Simulation with NS2 has been performed. The complete work has been observed on the basis of following 
parameters end to end delay, throughput, total energy consumed and protocol energy consumed. The study of 
result concludes high energy drain has been observed in attacking and preventive technique is capable to 
overcome circumstances and diagnose the attacker node and provides the best result for MANET mobile 
network in most of the case when compared to other three wireless network.  
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